
From: David A. Cooper
To: Barker, Elaine B. (Fed); Sonmez Turan, Meltem (Fed); Moody, Dustin (Fed); Chang, Shu-jen H. (Fed); Kelsey,

John M. (Fed); Dworkin, Morris J. (Fed); McKay, Kerry A. (Fed); Dang, Quynh H. (Fed); Bill Burr
 Regenscheid, Andrew R. (Fed)

Cc: Liu, Yi-Kai (Fed); Chen, Lily (Fed); Perlner, Ray A. (Fed); Daniel C Smith (daniel-c.smith@louisville.edu) (daniel-
c.smith@louisville.edu); Jordan, Stephen P (Fed); Peralta, Rene C. (Fed); Bassham, Lawrence E. (Fed)

Subject: Re: Post-Quantum Crypto - Call For Submissions - comments requested
Date: Friday, April 29, 2016 1:38:57 PM
Attachments: DC ebb-Meltem-sj  Post QuantumCFP v8.docx

Attached are my comments added to Elaine's, Meltem's, and Shu-jen's.

Dave

On 4/29/16 11:20 AM, Barker, Elaine B. (Fed) wrote:

I added my comments to Meltem’s and Shu-jen’s.

Elaine

From: Meltem Turan <meltem.turan@nist.gov>
Date: Wednesday, April 20, 2016 at 11:32 AM
To: "Moody, Dustin (Fed)" <dustin.moody@nist.gov>, "Barker, Elaine B."
<elaine.barker@nist.gov>, Shu-jen <shu-jen.chang@nist.gov>, John Kelsey
<john.kelsey@nist.gov>, Morris Dworkin <morris.dworkin@nist.gov>, "McKay,
Kerry A. (Fed)" <kerry.mckay@nist.gov>, Quynh <quynh.dang@nist.gov>, David
Cooper <david.cooper@nist.gov>, "Bill Burr (home)" 
Andrew <andrew.regenscheid@nist.gov>
Cc: "Liu, Yi-Kai (Fed)" <yi-kai.liu@nist.gov>, "Chen, Lily" <lily.chen@nist.gov>, Ray
Perlner <ray.perlner@nist.gov>, "Daniel C Smith (daniel-c.smith@louisville.edu)
(daniel-c.smith@louisville.edu)" <daniel-c.smith@louisville.edu>, "Jordan,
Stephen P (Fed)" <stephen.jordan@nist.gov>, "'rene. gov'"
<rene.peralta@nist.gov>, Larry Bassham <lawrence.bassham@nist.gov>
Subject: RE: Post-Quantum Crypto - Call For Submissions - comments requested

Hi everyone,
I attached my comments on the call for submissions.
Meltem

From: Moody, Dustin (Fed) 
Sent: Monday, April 18, 2016 12:35 PM
To: Barker, Elaine B. (Fed) <elaine.barker@nist.gov>; Chang, Shu-jen H. (Fed) <shu-
jen.chang@nist.gov>; Kelsey, John M. (Fed) <john.kelsey@nist.gov>; Dworkin, Morris J.
(Fed) <morris.dworkin@nist.gov>; McKay, Kerry A. (Fed) <kerry.mckay@nist.gov>;
Sonmez Turan, Meltem (Assoc) <meltem.turan@nist.gov>; Dang, Quynh (Fed)
<quynh.dang@nist.gov>; Cooper, David A. (Fed) <david.cooper@nist.gov>; Bill Burr

 Regenscheid, Andrew
(Fed) <andrew.regenscheid@nist.gov>

(b) (6)

(b) (6)

(b) (6)



Cc: Liu, Yi-Kai (Fed) <yi-kai.liu@nist.gov>; Chen, Lily (Fed) <lily.chen@nist.gov>; Perlner,
Ray (Fed) <ray.perlner@nist.gov>; Daniel C Smith (daniel-c.smith@louisville.edu)
(daniel-c.smith@louisville.edu) <daniel-c.smith@louisville.edu>; Jordan, Stephen P
(Fed) <stephen.jordan@nist.gov>; Peralta, Rene (Fed) <rene.peralta@nist.gov>;
Bassham, Lawrence E (Fed) <lawrence.bassham@nist.gov>
Subject: Post-Quantum Crypto - Call For Submissions - comments requested
Everyone,
As you hopefully know, we are going to be calling for submissions for quantum-
resistant algorithms to replace the current public-key algorithms in our standards. Our
PQC team has written the attached Call for submissions, which we plan to release for
public comments shortly. We’ve edited it pretty extensively in our group, but would like
some more eyes to take a look, since this will be a pretty big undertaking.

Can you all please review the Call, and submit comments back by Friday, April 29th? We
would greatly appreciate it. Any questions, just let me know. Thanks!
Dustin
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A final desirable, although ill defined, property is resistance to misuse. Schemes should 
ideally not fail catastrophically due to isolated coding errors, random number generator 
malfunctions, nonce reuse, etc. 
 
4.A.6 Other Consideration Factors  As public- key cryptography tends to contain subtle 
mathematical structure, it is very important that that the mathematical structure be well 
understood, in order to have confidence in the security of a cryptosystem. To assess this, 
NIST will consider a variety of factors. All other things being equal, simple schemes tend 
to be better understood than complex ones. Likewise, schemes whose design principles 
can be related to an established body of cryptographic research tend to be better 
understood than schemes that are completely new, or schemes that were designed by 
repeatedly patching older schemes which that were shown vulnerable to cryptanalysis. 
 
NIST will also consider the clarity of the documentation of the scheme and the quality of 
the analysis provided by the submitter. Clear and thorough analysis will help to develop 
the quality and maturity of analysis by the wider community. NIST will also consider any 
security arguments or proofs provided by the submitter. While security proofs are 
generally based on unproven assumptions, they can often rule out common classes of 
attacks or relate the security of a new scheme to an older and better studied 
computational problem. 
 
In addition to NIST’s own expectations for the scheme’s long long-term security, NIST 
will also consider the judgementjudgment and opinions of the broader cryptographic 
community. 
 
4.B Cost 
 
As the cost of a public- key cryptosystem can be measured on many different dimensions, 
NIST will continually seek public input regarding which performance metrics and which 
applications are most important. If there are important applications which that require 
radically different performance tradeoffs, NIST may need to standardize more than one 
algorithm to meet these diverse needs. 
 
4.B.1 Public Key, Ciphertext, and Signature Size Schemes will be evaluated based on 
the sizes of the public keys, ciphertexts, and signatures that they produce. All of these 
may be important consideration factors for bandwidth- constrained applications or in 
internetInternet protocols that have a limited packet size. The importance of public- key 
size may vary depending on the application;: Iif applications can cache public keys, or 
otherwise avoid transmitting them frequently, the size of the public key may be of lesser 
importance. In contrast, applications that seek to obtain perfect forward secrecy by 
transmitting a new public key at the beginning of every session are likely to benefit 
greatly from algorithms that use relatively small public keys. 
 
4.B.2 Computational Efficiency of Public and Private Key Operations Schemes will 
also be evaluated based on the computational efficiency of the public key (encryption and 
signature verification) and private key (decryption and signing) operations. The 
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Before the start of a second evaluation period, the submitters of the algorithms will have 
the option of providing updated optimized implementations for use during the next phase 
of the evaluation. During the course of the initial evaluations, it is conceivable that some 
small deficiencies may be identified in even some of the most promising submissions. 
Therefore, for the second round of evaluations, small modifications to the submitted 
algorithms will be permitted for either security or efficiency purposes. Submitters may 
submit minor changes (no substantial redesigns), along with a supporting explanation/ 
justification that must be received by NIST prior to the beginning of the second 
evaluation period. (Submitters will be notified by NIST of the exact deadline.) NIST will 
determine whether or not the proposed modification would significantly affect the design 
of the algorithm, requiring a major re-evaluation; if such is the case, the modification will 
not be accepted. If modifications are submitted, new reference and optimized 
implementations and written descriptions shall also be provided by the announced 
deadline. This will allow a thorough public review of the modified algorithms during the 
entire course of the second evaluation phase.  
 
Note: All proposed changes must be proposed by the submitter; no proposed changes (to 
the algorithm or implementations) will be accepted from a third party.  
 
The second round of evaluation will consist of approximately twelve to eighteen months 
of public review, with a focus on a narrowed pool of candidate algorithms. During the 
public review, NIST will similarly evaluate these algorithms as outlined in the next 
sectionsection. After the end of the public review period, NIST intends to hold another 
PQC Sstandardization Cconference. (The exact date is to be scheduled.)  
 
Following the third PQC Sstandardization Cconference, NIST will prepare a summary 
report, which may select algorithm(s) for possible standardization, and/or may determine 
that another phase of evaluation is needed.  This third evaluation process would be 
structured similarly structured asto the previous two evaluation periods.  Any selected 
algorithm(s) for standardization will be incorporated into draft standards, which will be 
made available for public comment. 
 
When evaluating algorithms, NIST will make every effort to obtain public input and will 
encourage the review of the submitted algorithms by outside organizations; however, the 
final decision as to which (if any) algorithm(s) will be selected for standardization is the 
responsibility of NIST.  
 
It should be noted that this schedule for the evaluation process is somewhat tentative, 
depending upon the type, quantity, and quality of the submissions. Specific conference 
dates and public comment periods will be announced at appropriate times in the future.  
NIST estimates that some algorithms could be selected for standardization after three to 
five years. However, due to developments in the field, this could change.   
 
5.B Technical Evaluation 
 








